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VIV canh bdo va dé nghi theo ddi, ngin chin
ket noi may chu dicu khién ma doc GandCrab

Kinh gtri:
- Cac S, ban, nganh,;
- Uy ban nhan dan cac huyén, thi xa, thanh phd;
- Cac don vi su nghiép truc thude Uy ban nhan dan tinh.
- Cac co quan nganh doc Trung wong.

S¢ Thong tin va Truyén thong nhan dugc Cong vin sé6 85/VNCERT-
DPUC ngay 05/4/2018 cua Trung tim Ung ctru khan cdp mdy tinh Viét Nam
(VNCERT) — Bo Théng tin va Truyén thong vé viéc theo ddi, ngan chin két ndi
may chu diéu khién ma doc GandCrab.

Tai van ban néu trén, Trung tdm VNCERT thong bao viéc phat hién dang
c¢6 chién dich phat tan ma doc tong tién GandCrab tin cong nhiéu nude trén thé
gidi, trong d6 c6 Viét Nam. Ma doc tong tién GandCrab dugc phan tan thong
qua bo cong cu khai thac 16 hong RIG, khi bi nhiém, toan bd cac tap tin dit liéu
may nguoi dung s& bi ma hoa va phan mé rong cua tap tin bi doi thanh *. GDCB
hoac *.CRAB, déng tho1 ma doc sinh ra mdt t€p CRAB-DECRYPT.txt nham
yéu cau va hudng din nguoi ding tra tién chudc tir 400 dén 1.000 d6 la My
(USD) bang cach thanh toan qua tién dién tt DASH dé giai ma dit liéu.

Pé dam bao an toan thong tin mang trong co quan va trén toan qudc, S
Théong tin va Truyén thong dé nghi cac co quan, don vi, dia phuong thuc hién
khuyén c4o tat ca nguoi dung thuc hién khan cap cac cong viée sau:

1. Pbi voi cac hé théng thong tin

- Theo d&i, ngan chan két ndi dén cac may chu diéu khién ma doc tong tién
GandCrab va cap nhat vao cac hé théng bao vé nhu: IDS/IPS, Firewall,... theo
cac thong tin nhan dang ma doc tai phu luc dinh kem Cong van nay;

- Truong hop phat hién ma doc GandCrab can nhanh chéng ¢o lap ving/
may bi nhiém va bao cao vé dau mdi thudng tryc Poi Ung ctru khan cap su ¢b
an toan thong tin mang tinh Khanh Hoa.



2. Bdi v6i nguoi dung c& nhan

- Khuyén cao ngudi st dung nang cao canh giac, khong mé va truy cap vao
cac lién két (link) cling nhu cac tap tin dinh kém trong email c6 chira cac tap tin
ké ca truong hop ¢ dang .doc, .pdf, .zip,... dugc gui tir ngudi la hodc néu email
duoc gui tir ngudi quen nhung cach dit tiéu dé hodc ngdn ngir khac thuong.

- Can kip thoi thong bao cho bd phan chuyén trach quan trj hé théng cua co
quan hodc dau mdi thuong truc Poi Ung ciru khan cap sy ¢b an toan thong tin
mang tinh Khanh Hoa khi nhan dugc email nghi ngo.

3. Pé nghi cic co quan, don vi, dia phuong khan truong thong bao noi
dung van ban nay dén tat ca cac co quan, don vi truc thudc dé td chirc trién khai
thuc hién.

Theo canh bdo cua Trung tam VNCERT, ma doc téng tién GandCrab rat
nguy hiém, c6 thé danh cip thong tin va ma hoa toan bo dit liéu trén mdy tinh bi
nhiém. Tin tic khai thac va tin cong s& gdy ra nhiéu hau qua nghiém trong khac.

Do vay, S& Thong tin va Truyén thong dé nghi cac co quan, don vi, dia
phuong khan truong trién khai thuc hién cac ndi dung trén va phdi hop chat ché
v6i ddu moi thuong truc Poi Ung ctru khan cdp sy ¢b an toan thong tin mang
tinh Khanh Hoa (Phong Cong nghé théng tin — S¢ Théng tin va Truyén théng,
Dién thoai: 0258.3563533 — Thu dién tik: cntt.stttt@khanhhoa.gov.vn) trong qua
trinh theo ddi, ngin chin nguy co 1ay nhiém ma ddc.

Tréan trong./.
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Phu luc
THONG TIN VE MA POC GANDCRAB
(Kém theo Cong van so 589ISTTTT-CNTT ngay 10/4/2018
ciia 8¢ Thong tin va Truyén thong)

1. Danh sach ciac may chi diéu khién ma déc GandCrab (C&C Server) cip
nhat dén ngay 05/4/2018

STT Dia chi C&C
1 politiaromana.bit

malwarehunterteam.bit
3 gdcb.bit

2. Danh sach ma bam (Hash SHA-256)

STT SHA-256

1 |966a0852c8adheaOb7aada7c2c851ee642c7hca’da3b29eel143f47ddeb90a5
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